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CWcare Secure - Essentials
Increasingly, businesses are aware of the risks associated 
with cyber-attack or loss of data. However, when looking for 
help and guidance, there are a multitude of security services 
with differing costs all aiming to test your security capabilities.

At ComputerWorld, we firmly believe you can mitigate up to 80% of risks by ensuring that fundamental 
security standards are met prior to investing in more complex and often highly targeted penetration tests.

CWcare Secure - Essentials is a service designed to help your business highlight weaknesses and gaps 
within its security practices enabling you to take steps to mitigate these potential risks. This initial step 
will make the outcome of further penetration tests and security assessments much more manageable.

The service takes the form of  on-site consultancy, where we will discuss various aspects of your environment 
and run a number of in-depth automated information-gathering tools. We will then collate and analyse 
this information and present a high-level summary to your business, along with key recommendations to 
help improve security within your business.

Alongside this service, ComputerWorld also works closely with trusted security providers to offer a further 
complement of security penetration, auditing, and enablement services.

CWcare Secure - Essentials is also available on a quarterly basis, so that we can track changes over time. 
Please contact your account manager to discuss this option.

What’s included?
As part of this service we will investigate and document the following key areas of security and control 
within your organisation:

Perimeter 
Security 

Identity 
Management

Protection 
and Recovery

Patch 
Management

Security 
Strategy 
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Perimeter security
Ensuring the perimeter of your network is secure from outside attacks and data breaches is 
of critical importance. Amongst other tasks we will perform an external scan of your public IP 
addresses. This can identify where inappropriate ports and potential vulnerabilities exist within 
your firewall and associated applications that are open. Our report includes a comprehensive 

output including security holes, warnings, and informational items that can help you make better network 
security decisions. Additionally, you will receive a full NMap Scan which checks all 65,535 ports and 
reports which of these are open and any potential vulnerabilities.

Identity Management
With the trend of services and devices moving out of the perimeter, effective management 
of identity is key to security. We will discuss your identity strategy with you, particularly in the 
context of SaaS applications and advise as to where potential vulnerabilities exist and how to 
address them. 

With Active Directory being a key piece of the identity jigsaw today, our audit will complete a comprehensive 
review of AD security practices and the report will highlight common areas of risk, such as excessive 
use of high-level privilege accounts, suitability of password policy and password expiry, appropriate 
administrator account use, inactive accounts and much more. 

Protection and Recovery
A strong security posture is one of the two halves of your strategy. Firstly, ensuring sufficient 
levels of protection are in place and second of all ensuring if the worst should happen, you are 
able to recover data and systems quickly and easily. Our audit will check domain joined machines 
to ensure they are protected and up-to-date with anti-virus and anti-malware protection. We 

will also discuss your data protection and recovery strategy and how this may be impacted and invoked 
during a cyber-attack or DR event. Our report will extensively list the protection status of your domain 
joined machines and we will make recommendations for improvements in regard to data protection and 
recovery where required. 

Patch management
Keeping software up-to-date is a perpetual challenge. The adoption of Microsoft Update 
and WSUS means that the majority of organisations are keeping on-top of software updates 
and patches, however even with a comprehensive update policy the need to reboot critical 
servers can be disruptive. However unpatched third-party applications, such as browsers, and 

commonly-deployed runtime software such as Java, Adobe Flash Player, and Adobe Reader are often 
overlooked. Increasingly these applications are the target for attack with zero-day exploits. We will audit 
and discuss your policy on patching and make full recommendations on how this can be improved to 
remain secure.

Security Strategy
There is a constant change in threat, legislation and technology. As such, it is important that 
organisations have a vision for the future and a strategy to help enhance security across the 
board. A ComputerWorld consultant will work with you to review your strategy and will document 
recommendations as to how your security strategy could be improved. 

You will receive a prioritised risk report highlighting the main areas of concern. ComputerWorld will 
discuss the areas of risk with you and provide examples of how these could be mitigated.


